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These days it seems that major companies announce significant breaches of their customers’ personal
information with alarming frequency. If large companies are so vulnerable, what are nonprofits such as
independent schools to do to protect the personal and sensitive information of students, staff, and
donors? Similar to other risk management efforts, a focus on prevention as well as readiness to respond
to a crisis is key. This advisory provides an overview of the cybersecurity landscape and top threats, the
legal landscape and liability concerns, and tips to shore up cybersecurity and privacy protections in
independent schools.

Cybersecurity and Incident Landscape
A cybersecurity incident brings reputational, financial, and legal risks and can touch any educational
institution, from a small independent school to a metropolitan school district to a large university
system. In fact, each incident described in this advisory has happened to a school in one fashion or
another over the past few years. According to the Privacy Rights Clearinghouse, over the past five years
(2014-2018), the education sector has experienced 140 publicly known breaches affecting 51,101,763
records. Hacking or malware incidents were the most common, followed by unintended disclosure such
as unintended publishing or sending of information, device or physical data loss—either through theft or
accidental misplacement, and intentional misappropriation of information by insiders such as
employees. 1 This data is mirrored by the larger picture. A 2018 study from Verizon shows that 75
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percent of data breaches are caused by external attackers while a combination of accidental, negligent,
and intentional harmful activity by insiders accounts for the rest. According to Verizon, the picture in the
educational sector is even more acute with 81 percent of attacks being brought about by external
parties, with social engineering schemes emerging as a top concern.
One type of hacking/malware risk is phishing or social engineering attacks, where bad actors pose as a
known person or organization and use email or websites to obtain personal information and access.
Often, the message or website looks legitimate, but something such as spelling, grammar, url, or the
logo may be slightly off. For example, the human resources director receives an email from the “Head of
School” asking for copies of all employee W-2 forms to be sent over ASAP. Without looking to realize
that the school email address ending is spelled incorrectly, they respond to the email with the W-2
forms, the hacker files false tax returns and fraudulently obtains refunds, and other information such as
date of birth, address, and social security number are exposed. Over the past few years, the IRS has
raised the alarm that these W-2 scams are on the rise, with a particular warning to schools and
nonprofits. 2
Vendor relationships are another risk point. In this case, the business officer receives an email from a
“vendor” saying that the next payment is due, and the banking information has changed. The business
officer clicks on the link and routes the payment to the provided bank account and the school is now out
thousands of dollars. Additionally, hackers may attempt to take advantage of routine staff update
emails. In this instance, the staff all receive a notice from “IT” that it is time to change their passwords.
Some staff click on the provided link and the hacker now has their login credentials and access to
sensitive student and staff information. Last, students, including international students for whom
English is not their first language, can be at risk for a variety of email-based scams peddling false
admissions offers and/or the need to make payments immediately to a new account. 3
Another worrying hacking trend in the use of ransomware. According to the 2017 Cost of Cyber Crime
Study, ransomware is on the rise. In 2016 it composed 13 percent of cyberattacks and by 2017 that
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percentage doubled, with ransomware attacks at 27 percent. 4 In this circumstance, the head of school
arrives Monday morning to a worrying message—a hacker has locked everyone out of the school’s
systems and is holding the data hostage. If the school pays a ransom, access will be restored. If not,
personal information of students and staff will be released online. A group called “Dark Overlord” has
being doing this to schools across the country in recent months. In some troubling instances, members
of the school community who were hacked even received text messages from the hackers threatening
bodily harm. 5
Additionally, human error can result in accidental, but consequential, data loss events. It is common for
employees to take their work devices home and a laptop that is left in an Uber or stolen 6 on a train can
place sensitive information at risk, particularly if it is not encrypted. Additionally, an employee can
inadvertently attach a document to an email or social media post and send personal information to an
audience beyond those authorized to see it. Technical and system updates are also a point of risk. For
example, an error made when transitioning to a new server can leave a school’s system exposed, with
community members able to access records that should be restricted to particular users. 7
Last, the combination of a hacker and lax digital hygiene can combine for problematic results. Schools
collect and retain large amounts of data and documents from current students and staff, parents,
applicants, donors, vendors, and others. Occasionally, too much data is requested—perhaps the school
collects Social Security numbers when it is not necessary to do so—or records are kept for years on end,
seemingly in perpetuity. The school does not perform regular IT system scans and has not implemented
certain security practices like encryption or multifactor authentication to access sensitive information.
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Eventually, a data breach is discovered and the data of thousands of current and past community
members—as well as applicants who never attended the school—is at risk. 8

The Legal Landscape
Currently there is not a uniform standard for all data security and breach response protocols, although
some momentum is building in that direction. 9 On the federal level, the United States takes a sectorspecific approach (e.g., health care information is covered by HIPAA, education information for schools
who take federal funds is covered by FERPA, the information of children online is protected by COPPA,
and financial information is covered by various laws including Gramm-Leach-Bliley and the FTC Red Flags
rule). 10 If an independent school holds data covered by a sector-specific federal law such as FERPA or
HIPAA, those rules and obligations will apply. Schools may also be affected by international laws when
they hold the data of residents from other countries. For example, if you have data from a resident of
the European Union, the General Data Protection Regulation (GDPR) may kick in. 11
However, it is more likely that a state law governing security and/or data breach response applies to
your school. As of October 2018, at least 22 states have laws requiring businesses to maintain a base
level of security. 12 While these laws differ, they generally require implementing and maintaining security
protocols that are reasonable based on the organization’s size and the sensitivity of the data it holds.
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Additionally, all 50 states now have laws covering data breaches. 13 Depending on the nature of the
breach, you may have to notify the state attorney general, a regulatory body, and/or the individuals
affected. You may also be required, or consider providing, information on fraud alerts, credit freezes,
and a period of free identify-theft protection services to affected persons.
These laws can be seen as establishing a standard of care. Recent lawsuits against educational
institutions cite these laws as a basis for a litany of claims such as negligence and unfair trade
practices. 14 Meanwhile, other lawsuits involving data breaches and identity theft have claimed
emotional distress, invasion of privacy, and breach of contract, amongst other causes of action. 15 These
lawsuits are not always successful, but can take years to move through the system and be costly, both to
the pocketbook and to an organization’s reputation. Understanding your state’s requirements and
implementing appropriate safeguards can help minimize risk and the lower the chance of liability in a
government enforcement action or a private lawsuit. At least one state recently passed a law that
provides a safe harbor and affirmative defense—a shield against liability—if they have, maintain, and
follow the cybersecurity requirements outlined under the law. 16 We may see more states move in that
direction to encourage more robust, preventative cybersecurity programs.

Prevention and Response
Increasingly, companies have come to understand the value of prevention efforts and are spending
more money on preventative activities such as cybercrime detection and containment. 17 However, a
striking number of organizations do not have a cybersecurity incident response plan. There are many
steps independent schools can take to improve their prevention posture, decrease the likelihood of an
attack, and limit the damage if one occurs.
•

Pull together your team. For many schools, the first step will be to take an inventory of the
types of data or personal information the school collects, from whom it is collected, where it is
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stored, and how it is protected. To get an accurate and comprehensive picture, getting the right
people involved in the conversation is key, and likely will include senior leadership and IT as well
as personnel from human resources, business office, admissions, advancement, and financial
aid.
•

Evaluate the weak points and risks in your IT system. What are your greatest risks for data
breach or loss? Under what scenarios could breach or loss occur? Do you currently utilize data
minimization principles 18 and follow a document retention schedule?19 Schools should think
beyond technology-related threats to include natural disasters, terrorist attacks, fire, and other
structural damage. Incorporate plans for mitigating, monitoring, and continually evaluating
those risks in your data privacy and security and continuity of operations plans.

•

Determine what types of data protections—both technological and process-related—you can
implement in the near and long term and train your staff accordingly. The type of data
protections your school needs (administrative, technical, and physical) will depend and vary
based on the size of your school and the types of information you maintain. The manner and
frequency of training—be it in-person table-top exercises, online modules, or even (somewhat
controversial) phishing simulation tests 20—will also depend on those factors. The Association of
Technology Leaders in Independent Schools’ recent cybersecurity report has three levels of
steps schools can take depending on their baseline, needs, and capacity. 21

•

Take stock of your vendor agreements and have a process to help teachers (and
administrators) evaluate new applications or education technology services to protect your
data. Schools, like many organizations, often outsource aspects of their technical operations and
use vendors for everything from student and staff applications, learning management systems,
tuition payments, and more. It is important to evaluate these agreements for privacy, data
minimization, data destruction, and data protection provisions, as well as allocation of
responsibility and liability in the case of a data breach. Additionally, educators are often
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interested in introducing new apps or programs into their classroom. Often, these come with
take-it-or-leave-it “click wrap” agreements. Ideally, schools should have a process for reviewing
and tracking the use of new ed tech across the board. 22
•

Evaluate your insurance coverage. As cyberattacks and data breaches are becoming more
common, it is critical to understand what your current insurance policy covers and if additional
cyber liability coverage is necessary. In some recent cases, insurance companies have pushed
back when companies who suffered social engineering phishing attacks tried to invoke their
existing business insurance policies’ computer fraud provisions. Although the companies
ultimately prevailed, 23 this area of insurance is rapidly changing and is not necessarily keeping
up with technological advances.

•

Be aware of common cyber threats that may be trending throughout the country, including W2 scams and cyber-extortion schemes. The FBI, IRS and federal Department of Education—as
well as state Departments of Education and Attorneys General—will often provide alerts and
updates on these threats, how to avoid them, and how to report an incident if one should occur.

•

Response. If you believe you have experienced a data loss or breach, you should bring together
your team to answer the following questions:
o

Did a breach actually occur? Obtain information to validate whether a breach has
actually occurred and get a sense of the initial scope. Be sure to document all efforts at
this and later investigatory stages.

o

What type of investigation is needed? When you suspect or know a breach has
occurred, an investigation of some sort should follow. Depending on the scope, you may
want to notify your counsel. Your attorney can help guide you in the investigation and
provide attorney-client privilege for that investigation (and potentially the activities of
any hired third-party forensic investigators) to the extent allowable.

o

How will you communicate? Outside of required notifications to regulatory authorities
and/or affected persons, think about how you will communicate the breach to your
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broader community, particularly if the incident is widespread, and how will you respond
to media requests.
o

How will you move forward and build in the lessons from your experience? Evaluate
your data breach response plan and note what worked well and what can be improved.
Additionally, outline and implement new security procedures that could mitigate or
thwart the risk of similar loss or breach in the future.

Conclusion
Cybersecurity has made it to the top of many risk assessment lists and awareness continues to grow.
Although the federal government hasn’t passed comprehensive privacy and data-breach standards,
states continue to enhance security and breach-notification requirements. With these guidelines and
recommendations from federal agencies and nonprofits, independent schools can make important
strides in this arena while continuing to innovate in teaching and learning.

Resources
•
•
•
•
•
•
•
•
•
•
•
•
•

Verizon 2018 Data Breach Investigations Report
K-12 Cybersecurity Resource Center
Association of Technology Leaders in Independent Schools Cybersecurity Recommendations
Readiness and Emergency Management for Schools (REMS) Technical Assistance Center:
Cybersecurity Considerations for K-12 Schools and School Districts
U.S. Department of Education Data Security: Top Threats to Data Protection
U.S. Department of Education: Data Breach Response Training Kit
Federal Trade Commission Cybersecurity for Small Business
National Council of Nonprofits: Feeling Insecure About Security?
NAIS: Seven Steps to Address Your School’s Privacy Obligations
NAIS: Protecting Student Privacy While Using New Technologies and Collecting Student Data
NAIS and ATLIS: Understanding and Managing Issues in School, Technology, Data, and Privacy
NAIS: Crisis Communications Guidelines for Independent Schools
NAIS and United Educators: Advancing Risk Management at Independent Schools

This information is provided for educational purposes only. Schools should work with legal and tax
counsel to ensure proper compliance with tax and other laws.
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